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ABSTRACT

Development of metwork-sensing and congestion-control mecha-
nisms is one of the focus topic in the modern society of informa-
tion as consequence of the huge growth in types of services, data
links and connectivity. In this paper a monitoring system based on
Hidden Markoy Model is proposed and implemented such to inter-
act with Distributed Internet Generator. Preliminary experiments
performed in a real testbed shows excellent results in the ability
to manage the source-traffic generation and adapt to the channel
conditions.

1. INTRODUCTION

Modern communications requirements make network monitoring
and adaptive strategies necessary tools to satisfy the huge demand
of services. The growth in connectivity and in types of data links
{wireless networks, satellites, cable modems, routers and all kinds
of communication devices) will continue to make the global In-
temet a heterogeneous system very hard to analyze and manage.
Too many details would be necessary to keep into account conges-
tion, protocols, lossy links, noisy channels, etc., however a global
equivalent end-to-end packet model, that could be easily estimated
via low-speed two-way connections seems to be viable. The effec-
tiveness of the model also depends on the level of stationarity of
the network [7].

In this paper we present the implementation of a network-
monitoring system, based on Hidden Markov Model (HMM), ca-
pable to estimate the current congestion level of the communica-
tion path between a sender and a receiver and to appropriately di-
rect the sender to change the transmission rate, in order to mini-
mize losses, The implemented system interacts with D-ITG traf-
fic generator. Such traffic generator offers the possibility to send
information on sent/received packets to external modules and to
change “on-the-fly” the sender transmission rate. Such features
are requested, respectively, to let the controller know about the
network status and take appropriate actions,

Some experiments performed in a real testbed controlled by
the HMM-based system are presented. They clarify the potential
use of the model as a congestion-control mechanism of an adap-
tive communication scheme, as well as erroneous use derived from
inappropriate parameters setiing.
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Fig. 1. Hidden Markov Model.

2, PACKET CHANNEL MODEL

An HMM that jointly describes losses and delays statistics has
been proposed [9](10][13] to model end-to-end behavior for UDP
traffic. The model is shown in Fig, 1, where z,, € {s0, s2, - .
denotes the hidden state variable related the the current congestion
of the channel (s; being the i** state), and y,, denotes the observ-
able variable that jointly represents losses and delays. Denote 7
the delay of the n*" packet, then

_ T if 0" packet is delivered
Yn = 1 if n* packet is lost

A = {A,p,~y, 7} is the set of parameters characterizing the
model denoting the state transition matrix, the conditional loss
probability vector and the conditional delay distribution! vectors
respectively,

. Aij = PT($n+1 = Sj|$n, = Si),
e p; = Pr(packet is loss|zn = 5i),

® Tpl|zn = 8i ~Gammaly, ;).

States can be classified on the basis of their conditional loss (p:}
and conditional mean delay (d; = -;9;). The average loss proba-
bility and the average delay of the mode!l are P,y = Zfi Bl iDs
and Dppean = Ef‘; Bl 7t;d; respectively, where m; represents the
steady-state probability.

Appropriate parameters for the model are found via the Baum-
Welch algorithm [1]{2][3], an iterative procedure searching for a
local maximum of the likelihood of a trace used as training set. It

10ur choice of conditional probability density for delays is a Gamma
distribution [4][5]
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Fig, 2. Block diagram for the congestion management system.

is based on the following equations:
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3. DISTRIBUTED INTERNET TRAFFIC GENERATOR

The experiments described in Section 5 were conducted using D-
ITG (Distributed Internet Traffic Generator) [8][11]. D-ITG gen-
erates both UDP and TCP traffic and measures both the one-way-
delay and the round-trip-time. Information about throughput, packet
loss, delay and jitter can be retrieved by processing (with an appro-
priate utility) the log files generated by the sender and the receiver.
The architectural choices (such as the multi-threaded implementa-
tion) make D-ITG achieve high generation rates [12].

D-ITG implements various models to simulate sources of dif-
ferent application layer protocols (DNS, Telnet, VoIP, etc.). D-ITG
allows for reproducibility of experiments: exactly the same pattern
of traffic can be reproduced by setting the same seed value. It is
also possible to set the Diffserv field and the Time-to-live field of
the IP header.

One of the D-ITG features we exploited is the ability to re-
motely store log information. This means that the sender (and the
receiver) can send log information to a log server instead of storing
it locally. This feature has been thought for devices with limited
storage capability, like PDAs, palmtops, etcetera.
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Table 1. Average statistics of the 2- and 3-state models.
| ]| 2-state model | 3-state model ]

FPloss 0.17 0.23
Diean 265 ms 265 ms
Table 2. Conditional statistics of the 2- and 3-state models.

2-state J-state

Po 0.13 0

ol 0.24 0.08

Pz - 082

do || 251 ms §| 251 ms

dy || 274 ms || 275 ms

dz - 264 ms

4. THE PROPOSAL

The HMM discussed in Section 2 was used to furnish D-ITG with
a congestion-control mechanism. Fig. 2 shows the block diagram
of the proposed architecture.

The D-ITG Sender sends traffic to the receiver, which does not
locally store log information but sends it to the D-ITG controller.
The latter component includes the functionalities of alog server.
Thus, the D-ITG Controller receives information (timestamp, se-
quence number, size) about each received packet. This informa-
tion is used to estimate the current state of the channel based on
the Viterbi algorithm [3]. Not all packets are used in this calcu-
lation. The Viterbi algorithm is pericdically invoked and uses a
limited window of samples.

Based on the state determined by the Viterbi algorithm, D-ITG
Controller may decide to increase or decrease the transmission rate
of the sender. For this purpose, we added a new feature to D-ITG:
the ability to change the transmission rate while generating traffic.
This feature required some changes to the D-ITG sender, which
must constantly listen for rate modification commands.

5. EXPERIMENTAL RESULTS

In this Section we present 3 experiments performed to investigate
on the capability of the HMM-based software to manage network
congestion. Each experiment lasted 300 s and the initial rate of
the controlled traffic was set to 200 pkts/s. To avoid synchroniza-
tion problems such as clock offset and skew experiments were per-
formed uvsing the round-trip-time mode, i.e. the D-ITG Receiver
sends the packets back to the sender. Tt is the sender, therefore,
to send log information to the D-ITG Controller. The controlled
comemunication path thus consists of two parts, from the sender to
the receiver and vice versa.

Congesticn was caused by cross traffic that interferes with the
controlled traffic. Cross traffic flows along the same communica-
tion path and is characterized by exponential inter-departure time
and packet size.

Two models, with 2 and 3 states, has been learned off-line.
Tabs. 1 and 2 show numerical values for average and conditional
statistics respectively. Though the two models seem very simi-
lar, as confirmed also by Fig. 3 showing the continuous part of
the model probability density (i.e. the distribution of delays), they
have very different performance in congestion-network manage-
ment.
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Fig. 3. Delay probability densiry.
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(a) 2-state model. (b) 3-state model.

Fig. 4. Delay conditional probability density.

Looking carefully at the conditional statistics, Tab. 2 for loss
and mean delay and Fig. 4 for delay distribution, it can be noted

e the 3-state model use two states (0 ‘and 1) only to better
match the bimodal behavior of delay statistics (they are
loss-free) and one state (2) to account for losses,

e both the states of the 2-state model are used to account for
loss and delay statistics, there is no separation in lossy and
loss-free states.

The presence of lossy and loss-free states is very important for
the performance of the congestion-contrel mechanism. Due to
the memory and correlation existing between losses and delays,
higher delays are usually observed in proximity of loss bursts [6],
a model allowed to separate lossy and lossy-free behaviors can
use this capability to prevent losses. Such a model introduce the
“loss-prevention™ state concept that tumns to be useful for conges-
tion control if an appropriate strategy depending on states of the
model is chosen.

" In the first experiment the Controller used the 2-state model,
where sp and s, were considered “favorable” and “unfavorable”
respectively. The strategy based on state estimation by the Con-
troller for modifications of the Sender was:

o the Sender increases the rate of 10 pkts/s if the Controller
estimates sq;

e the Sender decreases the rate of 10 pkts/s if the Controller
estimates s;.

Fig. 5 shows the results in terms of rate at the Sender, estimated
state at the Controller, packet loss and delay at the Receiver (re-
mind that a loss is represented by —1), respectively. It can be
noted how 2 states are not sufficient to manage appropriately the
channel as also the “favorable” state is a lossy state. The transmis-
sion is characterized by high losses denoting the inappropriate rate
of transmission of the Sender resulting in a waste of resource.

In the second experiment the Controller used the 3-state model,
where s; was considered “unfavorable” being a lossy state, while
the loss-free states sp and s8; were considered “favorable” and
“unfavorable” respectively, because of their different conditional
mean delay, low the former and high the latter. The strategy based
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Fig. 5. Congestion control using a 2-state model.

on state estimation by the Controller for modifications of the Sender
was:

» the Sender increases the rate of 10 pkés/s if the Controller
estimates sg;

e the Sender decreases the rate of 10 pkts/s if the Controller
estimates 81 Or s2.

Fig. 6 shows the results in terms of rate at the Sender, estimated
state at the Controller, packet loss and delay at the Receiver. It can
be noted how 3 states, appropriately vsed, allows an efficient use of
the channel. This is due the fundamental role played by s1, a free-
loss state with high-delays, that can be viewed as a loss-prevention
state. The action of the Controller is reducing the Sender rate until
losses are not present. Then an oscillating behavior is induced as
in absence of losses the Sender is forced to increase its rate, but the
consequent increase of delay make the loss-prevention mechanism
decrease the rate before losses occur.

To show the importance of the role of loss-prevention state,
a third experiment is presented. The Controller used the 3-state
model but with a different strategy, free-loss states sg and s; are
considered “favorable” while lossy state s2 is considered “unfa-
vorable”, i.e.

o the Sender increases the rate of 10 pkts/s if the Controller
estimates so OI 81;

¢ the Sender decreases the rate of 10 pkts/s if the Controller
estimates sz.

Fig. 7 shows the results in terms of rate at the Sender, estimated
state at the Controller, packet loss and delay at the Receiver. In this
case a 3-state model behaves like a 2-state model, resulting in high
losses at the Receiver. This clanfy the meaning of appropriate use
of the 3 states, and the effectiveness of the loss-prevention state.
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Fig. 6. Congestion control using a 3-state model appropriately.

6. CONCLUSION

The proposal of an HMM-based network-sensing congestion-control
mechanism is presented. It has been implemented as a software to
be included in the D-ITG architecture. Preliminary results have
been shown about its capability to manage the transmission rates
depending on the network-path characteristics. The importance of
properly interpreting the states of the model has also been under-
lined.

Future work will be focused on monitoring how long a learned
model can be used. In the experiments presented in this paper, the
cross traffic pattern generated during the on-line control phase is
the same as that generated in the off-line learning phase. In a real
scenario the characteristics of the path can change dramatically
making necessary the re-estimation of the model parameters. De-
termining the conditions that should trigger a new learning phase is
one of the most important goals. Furthermore the proposed scheme
has to be tested and evaluated on different scenarios (links, inter-
ference traffic, etc.).
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